Crypt
User Guide

Version 2.41

CEDESOFT



CEDESOFT

CEDE

Copyright © 2009 CedeSoft Limited. All rights reserved.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language, in any form or by any means, electronic,
mechanical, photocopying, recording, or otherwise, without prior written permission from
CedeSoft Limited.

All copyright, confidential information, patents, design rights and all other intellectual property
rights of whatsoever nature contained herein are and shall remain the sole and exclusive
property of CedeSoft Limited. The information furnished herein is believed to be accurate and
reliable.

However, no responsibility is assumed by CedeSoft Limited for its use, or for any
infringements of patents or other rights of third parties resulting from its use.

The CedeSoft name and CedeSoft logo are trademarks or registered trademarks of
CedeSoft Limited.

All other trademarks are the property of their respective owners.

For more information or contact details please visit our website:

www.cedesoft.com

Crypt


www.cedesoft.com

CEDESOFT

Introduction
CedeCrypt is a powerful yet easy to use file/folder encryption product for
laptops, desktops, external storage devices and data transfer over the web.

CedeCrypt offers several simple options for encryption:
=  Windows Explorer integration for two-click file/folder protection

= Automatic Folder Protection to secure sensitive data at
shutdown/hibernate/standby

= Universal Text Encryption to encrypt/decrypt text or partial text in
emails, instant messages, documents and applications

= Encrypt and transfer file(s) to an external storage device

= Encrypt file(s) and Folder(s) to a Self Decrypting Package — no
software or viewer required by the recipient.

Once secured by CedeCrypt’s powerful encryption standard, sensitive files
and folders can be stored safely, transferred over internal networks, copied to
any other media or transferred over the web.

CedeCrypt employs DOD standards for securely erasing data ensuring that
original un-encrypted data cannot be recovered using third party tools or
forensic analysis.

CedeCrypt allows you to secure your data on any storage device. Encrypt
your files and folders on Laptops, Network shares, Flash Drives, Removable
Hard Drives, CD's and DVD's.

CedeSoft make available a free decryption utility available from our website
www.cedesoft.com/cedecrypt/viewer so recipients of your data files can
decrypt your files without need to install any software. The viewer can be run
from the website if required, full instructions are available on the website.

For help installing CedeCrypt, please see the CedeCrypt Installation
Guide.

Further technical support is available from support@cedesoft.com.
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Working with CedeCrypt

CedeCrypt can be accessed in two ways:

= Windows Explorer Integration

= CedeCrypt Utility

Windows Explorer Integration

To access CedeCrypt from within Windows Explorer simply right-click a file or
folder and select CedeCrypt from the menu.

QOpen

Print The context menu provides

Edit the facility to Encrypt,

Open With C Encrypt to Self-Decrypting
Encrypt Package and Decrypt.

cend To R Encrypt ko Self-Decrypting Package Selecting these OptiOﬂS will
Decrypt start the respective

e CedeCrypt task.
Zopy
Create Shortouk _
Delete All your regular file
Rename operations can be
. performed in this manner.
Properties
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CedeCrypt Utility
The CedeCrypt Utility is accessed by either selecting the shortcut on the
desktop or by selecting Start >All Programs>CedeCrypt>CedeCrypt.

Main CedeCrypt Window

& CedeCrypt v2.42 (Registered to CedeSoft Ltd)
File Tools Help

Encryption / Decryption

() Encrypt to Self-Decrypting package () Encrypt () Decrypt

Encrypt file or folder?
() Single File () Entire Folder

Source and Destination Files

|<No Source Selected> | [ Browse.. |

|<No Destination Selected> I [ Browse.. |

[T] Delete original files after encryption/decryption

Status

CedeCrypt Intislised and Ready.

The main window comprises four main groups of Controls:

= Encrypt / Decrypt
= Source and Destination Files
» Files or Folders
= Status
Running CedeCrypt just requires you to make the appropriate selections in

each group and click the Begin button. Full details for each task are included
in this document.
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Using CedeCrypt via the Windows Shell
Encrypt File(s) or Folder

Simply right click on your source file(s) or folder to show the Context Menu
and choose CedeCrypt > Encrypt. CedeCrypt will present a password
window.

& CedeCry & Please enter a password [:_:] : El—jgl
yourpassword

our password must be longer than 4 characters and can be up to
40 characters. :

l........ l

Please confirm password:

I........I l

o[ Ok ][ Cancel ]

| Cancel l

1. Enter your selected password (remember that it is case sensitive)

2. Confirm your selected password

3. Click Ok

~adacr
CedeCrypt Encryption cedecrypt

Encrypting: C:\Docun " Lt

[ 1 ) File(s) encrypted successfully. ]

[IIIIIIIIIIIII |llllllllllli
|

A confirmation window is shown:

4. Click Ok to acknowledge the confirmation

When complete, observe that the file extension has been changed to ‘.ccr’
and the original file icon has been changed to the CedeCrypt icon. This
confirms that the file or folder contents have been encrypted satisfactorily.
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Producing a Self-Decrypting Package

Simply right click on your source file(s) or folder to show the Context Menu
and choose CedeCrypt > Self Decrypting Package. CedeCrypt will present
a password window.

P —p——

Your password must be longer than 4 characters and can be up to
40 characters. : :

I........ |

Please confirm password:

l........l |

0[ Ok ][ Cancel ] can?

1. Enter your selected password (remember that it is case sensitive)
2. Confirm your selected password

3. Click Ok

% CedeCrypt v2.42 (Registered to CedeSoft Ltd)

Flle Tools Halp

CedeCrypt Encryption

i Encrypted Package has been created successfully, and has been saved to C:\Documents and
SettingsiglenniDesktop\EncryptedPackages\EncryptedPackagel .exe.

Cancel

A confirmation window is shown with the location details of the new package:

4. Click Ok to acknowledge the confirmation

When complete, observe that a new folder has been created on your Desktop
named “EncryptedPackages” and the Self-Decrypted package executable has
been placed in this new folder. If you already have encrypted Packages in this
folder, then new packages will be numbered automatically.
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Decrypting a File or Folder
Simply right click on your source file or folder to show the Context Menu and
choose CedeCrypt > Decrypt. CedeCrypt will present a password window.

E——

& CedeCry & Please enter a password E] ' | l |§|

yourpassword -

¥our password must be longer than 4 characters and canbe upto  [3fYe yp i
40 characters. ' : : : ' g

I.O...... I

° [ Ok JL Cancel ]

[

Cancel

1. Enter your selected password (remember that it is case sensitive)

2. Click Ok

CedeCrypt Decryption cedecrypt

Decrypting: C:\Docur txt.cer

[ \i) File{s) decrypted successfully. :
mmmnm| © =] LTI
1

A confirmation window is shown:

3. Click Ok to acknowledge the confirmation

When complete, observe that the file extension has been changed back to its
original extension and the original file icon has been restored. This confirms
that the file or folder contents have been decrypted satisfactorily.
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Universal Text Encryption

The Universal Text Encryption feature makes securing the text of emails,
instant messages and documents straightforward. Even text fields in
applications can be encrypted. In the example we are using text in notepad
but this technique applies equally to any text.

£ VerySecret - Notepad
File Edit Format Wiew Help

2 Contalns top secret Tnformation. ..

1. High light the text to be encrypted and press the Hot Key combination
Ctrl + E

& VerySecret - Notepad EHE]

File Edit Format VYiew Help

3 Please enter a password - | _'[zl
yourpassword

Your password must be longer than 4 characters and ¢an be up to
40 characters,

Please confirm password:

°[ Ok ][ Cancel ]

2. Enter your selected password (remember that it is case sensitive)
3. Confirm your selected password

4. Click Ok

CedeCrypt User Guide March 2009
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£ VerySecret - Notepad
File Edit Format Wiew Help
<CCRYPT1911881B377ALCABOI0000300000009509CAB 38AEBDFSECS SBCCABE3 DA,

5. The text is converted to an encrypted string. This can be copied and
pasted into any application that accepts text input.

To recover or decrypt the text follow the instructions below.

Universal Text Decryption

AER

4FCO9D44 0FSCC221FAFSESIFBB4FOF 597 781 2BEDOBCEG >

8 Please enter a password E] [Z]

yourpassword

Your password must be longer than 4 characters and can be up to
40 characters.

© ([ o« [ conce |

1. High light the text to be decrypted and press the Hot Key combination

Ctrl +D
2. The CedeCrypt Password Window is displayed. Enter the correct
password
3. Click Ok
CedeCrypt User Guide March 2009
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& Dec rypted Text |:|_

Thiz file containz top secret infarmation. . o

e Cloze

4. The decrypted text is displayed in a new window. Text shown may be
freely copied and pasted into any application that handles text.

5. Click Close to finish
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Using CedeCrypt via the Utility

Encrypt a Single File or Folder

& CedeCrypt v2.42 (Registered to CedeSoft Ltd)
File Tools Help
Encryption / Decryption

() Enciypt to Self-Deciypting package () Encrypt ) Decrypt

Encrypt file or folder?

e (%) Single File () Entire Folder

Source and Destination Files

IC:\Documenls and Settingshalenn‘\DesktopiWerySecret txt | [ Browse... ]

|C:\Documents and Settingshalenn\Desktop\WerySecret tst.cor I [ Browse... ]

4 Delete original files after encryption/decryption

Status

CedeCrypt Intialised and Ready.

On the main CedeCrypt Window:

1. Select the Encrypt radio button
2. Select the Single File or Entire Folder radio button as required
3. Click Browse and locate your file in the selection window

4. Select the Delete original file check box if you want CedeCrypt to
securely delete the original file after it has been encrypted

5. Click Begin to start the process

Crypt User Guide March 2009
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Encryption / Decryption

() Encrypt to Self-Decrypting package () Encrypt ) Decrypt

Encrypt file or folder?
o Entire Folder

& Please enter a password @ @

yourpassword

bt ] [ Browse.. |

Your password must be longer than 4 characters and can be up to
40 characters.

tetoer | [ Browse.. |

l........ |

Please confirm password:
egin

e[ Ok ][ Cancel ]  i—

[IIIIIlIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIIIII]

[

The password window is displayed.

6. Enter your selected password (remember that it is case sensitive)
7. Confirm your selected password

8. Click Ok

Password Tip

Your data is only as secure as your password or pass phrase. Use a phrase
rather than just a dictionary word and include mixed case letters, numbers and
symbols to enhance the strength of your password.
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Encryption / Decryption

() Enciypt to Self-Decrypting package () Encrypt () Decrypt

Encrypt file or folder?
() Single File () Entire Folder

Source and Destination Files

w CedeCrypt Encryption

CedeCiypt Intialsed and Reaady.
Encryption Hive successfully generated.
Encrypting file: VerySecret.txt

Encrypting: VerySecret.txt
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII] @

(NUNNNNNNNNNNNNNNNNNN NN [ e |

A confirmation window is shown:

9. Click Ok to acknowledge the confirmation

10.Click Exit to complete the process and close CedeCrypt

Crypt User Guide March 2009
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Producing a Self-Decrypting Package

The Self-Decrypting Package task produces a self contained file that can be
run on a Windows based system. Clicking or running this file will start the
CedeCrypt interface, prompting for a password to enable the decryption
process to commence.

8 CedeCrypt v2.42 (Registered to CedeSoft Ltd)
File Tools Help

Encryption / Decryption
0@ Encrypt to Self-Decrvpting package ) Enciypt () Decrypt

cedecrypt

Encrypt file or folder?
® Single File e O Entire Folder

Source and Destination Files

lC:\Documents and Settingshalenn\DesktopiWerySecret. txt ] [ Browse... ]

|C:'\Documents and Settings'xglenn\Desktop'\EncryptedPackage] [ Browse.. |

[ Delete original files after encryption/decryption

Status

CedeCrypt Intislised and Ready.

On the main CedeCrypt Window:

1. Select the Encrypt to Self-Decrypting Package radio button
2. Select the Single File or Entire Folder radio button as required
3. Click Browse and locate your file in the selection window

4. Click Begin to start the process

Crypt User Guide March 2009
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Encryption / Decryption

(%) Enciypt to Self-Deciypting package ) Encrypt () Decrypt
Encrypt file or folder?

SEL

yourpassword

tt | [ Browse.. |

Your password must be longer than 4 characters and can be up to
40 characters.

’ackagel [ Browse.. |

5 |oooooooo |

Please confirm password:
I eqin

G[ Ok ][ Cancel ] i —

(T T

l

The password window is displayed.

5. Enter your selected password (remember that it is case sensitive)
6. Confirm your selected password

7. Click Ok

Password Tip

Your data is only as secure as your password or pass phrase. Use a phrase
rather than just a dictionary word and include mixed case letters, numbers and
symbols to enhance the strength of your password.
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& CedeCrypt v2.4 (Registered to CedeSoft Ltd)

Help

Encryption / Decryption

(%) Enciypt to Self-Decivpting package () Encrypt () Decrypt

Encrypt file or folder?
(%) Single File

Source and Destination Files

() Entire Folder

CedeCrypt Encryption

i ) Encrypted Package has been created successfully, and has been saved to C:\Documents and

Settingsiglenn\Desktop\EncryptedPackages\EncryptedPackage.exe.

ypI Trlialised ond Heady
Encryptgon Hive successfully g

Encr pling file: WVerySecret. txt

Enciypting: VerySecret.tat

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII] e

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII][ Exit ]

A confirmation window is shown with the location details of the new package:

8. Click Ok to acknowledge the confirmation

9. Click Exit to complete the process and close CedeCrypt

EncryptedPackages

le Edit View Favorites Tools Help

_) \) '? /’) Search ‘“;_ Folders '

=
dress || ) C:\Documents and SettingsiglenniDesktop\EncryptedPackages

Iders

X
Desktop ' -' EncryptedPackage

ID My Documents

'} My Computer

‘:g My MNetwork Places
2 Recycle Bin

e rcryotedpackages
M“M“\MAW'«/\‘

Your Self-Decrypting Package
will be found in the location
shown at step 8. This may be
copied to removeable media or
sent via email.

Note: Most email systems will not
allow .exe programs to be
delivered to the recipient so
additional steps may be needed
to ensure delivery.
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Decrypting a File or Folder

& CedeCrypt v2.42 (Registered to CedeSoft Ltd)
File Tools Help

Encryption / Decryption

() Enciypt to Self-Deciypting package () Encrypt (%) Decrypt

Encrypt file or folder?

(%) Single File e () Entire Folder

Source and Destination Files

IC:\Documenls and Settings\glenn\Desktop\VerySecret.txl.cch f Browse... ]o

|C:\Documents and Settingshalenn\Desktop\WerySecret txt I [ Browse... ]

B [ Delete original files after encryption/decryption 6

Status

CedeCrypt Intialised and Ready.

On the main CedeCrypt Window:

1. Select the Decrypt radio button
2. Select the Single File or Entire Folder radio button as required
3. Click Browse and locate your file in the selection window

4. Select the Delete original file check box if you want CedeCrypt to
securely delete the original file after it has been encrypted

5. Click Begin to start the process

Crypt User Guide March 2009
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Encryption / Decryption

() Enciypt to Self-Deciypting package () Encrypt (3) Decrypt

Encrypt file or folder?

L Fntire Folder

# Please enter a password E] @

yourpassword

tut.cor | | Browse... '

twt | [ Browse.. |

Your password must be longer than 4 characters and can be up to
40 characters.

e[ ok || cancel |

T L0 1y
CedeCrypt Intialised and Ready.

[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII]

l

The password window is displayed.

6. Enter your selected password (remember that it is case sensitive)

7. Click Ok

Password Tip

Your data is only as secure as your password or pass phrase. Use a phrase
rather than just a dictionary word and include mixed case letters, numbers and
symbols to enhance the strength of your password.
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Encryption / Decryption

() Enciypt to Self-Deciypting package

Encrypt file or folder?
(%) Single File

Source and Destination Files

() Encrypt

(3) Decrypt

() Entire Folder

) na neaaqy.
Encryption Hive successfully generated.
Decrypting file: VerySecret.txt.cor

Decrypting: YerySecret.tst.cor

J

ErySecret. byt

| [ Browse... |

fion

[IllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII] o

(T IO Y e

A confirmation window is shown:

8. Click Ok to acknowledge the confirmation

9. Click Exit to complete the process and close CedeCrypt

Crypt User Guide
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Advanced Features
Protected Folders

CedeCrypt can protect the entire contents of selected folders automatically by
ensuring they are encrypted at Shutdown, Hibernate and Standby.

For protected folders, when your machine resumes from any of these events
CedeCrypt will prompt for your password. CedeCrypt will then decrypt all the
files in the Protected Folders. Any time the PC enters standby or shutdown
these folders will again be automatically encrypted.

To protect a folder in this way launch the CedeCrypt Utility.

From the File menu select Protected Folders.

Enter license key, ..
Check for updates. ..
Protected Folders

R CedeCrypt v2.42 (Registered to CedeSoft Ltd)

Encryption / Decryption
cedecrypt

& Protected Folders

() Enciypt to Self-Deciypting package () Encrypt () Decrypt

Folders added here will be automatically Encrypted when your computer is shutdown or put in hibernation/standby. When
your computer is started up, these folders will then be automatically decrypted allowing you ta work on them normally.

Add Folder Remove Folder

1. Click Add Folder

CedeCrypt User Guide March 2009
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& Protected Folders

Folders added here will be
wour computer iz started up

Browse For Folder,

Select a folder to add. ..

X BSIES

?

Ernation/standby. when
k. on therm normally.

|5 Documents and Setkings
) kpems
[ Program Files

SecurityFolder

[ cmscp

I3 DCPDE
[C3) WINDOWS

>

| £

Faolder: | SecurityFolder

dd Folder Ben [MakeNewFDIder ] l ol o[

Cancel ] Ok

The folder selection window is displayed:

2. Select the folder to be protected

3. Click Ok

8 CedeCrypt v2.42 (Registered to CedeSoft Ltd)

File Tools Help

Encryption / Decryption

() Enciypt to Self-Deciypting package

Encrypt file or folder?
(%) Single File

() Encrypt () Decrypt

() Entire Folder

& Protected Folders

Folders added here will be automatically Encrypted when your computer is shutdown or put in hibernation/standby. \When
your computer is started up, these folders will then be automatically decrypted allowing you to work on them normally.

C:\SecurityFolder

Add Folder

Fiemave Folder

The selected folder is added to the list.
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4. Click Ok to close the Protected Folders window

5. Click Exit to close CedeCrypt

To remove protection from a folder, locate it on the Protected Folders list,
highlight by clicking it, and click Remove Folder. The folder is removed from
the list and its contents will no longer be automatically protected. However, as
a safeguard, any files within the folder remain encrypted until decrypted
manually. To decrypt the folder manually right click it, choose
CedeCrypt>Decrypt and follow the screen prompts.
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Configuration Options
From the CedeCrypt Utility menu select Tools>Options.

§ CedeC rypt Options |:| |X|

Gieneral Pratected Folders
When my computer starts up £ wakes up:

[] &2k me before Decrypting protected folders
Wwihen my computer shuts down £ sleeps:

[ ] &2k me before Encrvpting protected folders

Uriverzal Test Encieption

Encrypt Hotkey Cil

Deciypt Hotkey Chil

MOTE: Hot ey settings will take effect after next reboat.

Automatic Updates

Automnatically check online for a newer wergion of CedeCppt

Cloze

Protected folders at Start-up & Resume

CedeCrypt gives the option of asking the user for permission to decrypt
protected folders at Start-up rather than automatically decrypting. Tick this
box it if you only want to work on a few protected folders and would prefer to
keep other folders encrypted. This will save time as less data will need to be
decrypted. However, the user can continue with other work on other
files/folders while protected folders are decrypted in the background.

Protected folders at Shut-down or Hibernate

If you would like the option of not encrypting protected folders at shutdown
click on Ask me before encrypting protected folders. CedeSoft strongly
recommends careful consideration when choosing this option as sensitive

data could remain unprotected.

Universal Text Encryption Hot Keys
Hotkey combinations are changed here and will take effect at next start- up.

Automatic Updates
By ticking this box CedeCrypt will check for the latest updates when launched.
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